Introduction
Wireless sensor networks (WSNs) are special kind of ad-hoc wireless network that has caught attention from the researchers over the last couple of years. WSNs are an emerging technology that is being used to collect information for various environmental phenomena. WSNs are dynamic and ad-hoc in nature, comprising of a number of wireless sensor nodes [1] , [2] . WSNs are being used in a variety of fields. It has a number of diversified application domains e. g. home, office, automation and control, transportation, logistics, healthcare, environmental monitoring, security and surveillance, asset tracking and monitoring, process monitoring, vehicle monitoring and detection [3] , [10] . Like any other wireless communication technology, WSNs also have concerns about energy-efficiency, security, reliability and scalability [1] , [2] , [4] .
II.

Basic Wsn Architecture
A WSN is essentially a networked arrangement of wireless sensor nodes. These nodes can communicate among themselves by means of wireless. The nodes are equipped with different types of sensors depending on the application and hence the name wireless sensor network. The sensor nodes sense data from environment by means of sensors which they process and forward to another sensor node which in turn forwards the information to another node so that it can eventually reach to the gateway node. The gateway node is a wireless sensor node that interfaces all other nodes of a WSN to a server computer [4] , [5] , [10] . The server stores the sent information for further processing. As all the nodes in a WSN acts as routers apart from their respective sensing, processing and transmission tasks; it is very crucial for the sensor nodes of a WSN to work in a co-operative and collaborative manner [5] . The server can have the capability to access or control any specific sensor nodes for network management or any other purpose.
A typical architecture of any wireless sensor network looks like the following: The gateway node can have wired or wireless connectivity to the server which is determined by the environment where the network is deployed. A WSN may consists of as low as few sensor nodes to as large as several thousand sensor nodes.
The wireless sensor nodes of a WSN have three major parts -radio, microcontroller and sensor. The radio is for wireless transmission, microcontroller is the processing unit for the node and sensor is the device to acquire information from the environment. The nodes need to be tiny and cheap to ensure deployment and financial feasibility of the WSNs. A sensor node can be as tiny as a coin. A tiny WSN node combines the power of sensing, processing, routing and transmitting of information [6] , [10] .
III.
Wsn Deployment
The beauty of WSNs lies in their capability of being deployed in remote environment where humanbeing cannot reach or at least cannot establish long term presence for monitoring or research purpose [7] . A WSN can be deployed in desert, underwater, in a battle field or in any other hard-to-reach environment. WSNs can be used for agricultural purpose, where automatic monitoring can be embedded for precision agriculture. Sensors can detect soil moisture, light level and temperature from different points of an agricultural field [8] , [9] . These data can be acquired and analyzed for precision agriculture. The chemical plants or other industrial plants can be automatically monitored for incidents to raise the alarm automatically [10] , [11] , [15] . Underwater deployment of WSNs can help monitoring various phenomena related to underwater life, detecting unwanted event e.g. rise of a certain element in water that is harmful, underwater surveillance and so on [12] , [13] . WSNs have already proven their applicability in healthcare where seamless monitoring of the patients has become possible [3] , [10] , [14] , [15] . For smart home and office, WSNs have their own appeal [15] . One of the supreme applications of WSNs is in security and surveillance where monitoring and collecting information about any violation of rules can be predicted, monitored and captured which subsequently promise a safer community [15] . In near future, WSNs will contribute in almost every aspect of human life.
The deployment of WSNs is more cost-effective compared to their wired counterpart networks where a substantial investment needs to be in place for planning and developing a wired infrastructure and for laying the wires. Drastically reduced installation cost is one of the driving factors for WSNs to become popular over the years [4] , [9] . An ideal WSN is the one which is smart, software programmable, reliable over long term, cheap, easy to install, fast in data acquisition and demands almost no real maintenance.
IV.
Key Issues in Wsn A. Energy-efficiency
As WSN nodes may be deployed in remote or hard-to-reach and hazardous environment, they can be left alone for long period with the expectation that they will keep functioning without interruption caused by power failure. Thus energy efficiency has always been a critical factor for WSNs [1] , [16] , [17] . The sensor nodes of a WSN tend to be tiny for practical reason, thus the capability of containing power is subsequently smaller. Though the sensor nodes can be operated by means of solar power, the provision to use this kind of power source is very limited due to the various environments where the WSNs are deployed. For this reason the sensor nodes are mainly battery powered. The energy from the battery is used for three main purposes. Firstly, the energy is needed for the sensor node to keep itself alive. Secondly, battery power is utilized for the processing of data received or to be sent. The third main functionality that consumes energy is the transmission. Batteries are always limited in power. The power constraint has always been a challenge for WSNs. Maximizing the battery lifetime is an approach to make the sensor networks more energy-efficient. As this is not always achievable to the desired level, some alternative approach has also been adopted. One approach is to minimizing the processing and transmission overheads to a minimum to save battery power [16] - [19] . It has a significant impact towards the energy-efficiency of WSNs as power consumption is directly proportional to the amount of processing or transmission. Another approach is known as "wake-up-on-demand" where the nodes sleep all the time using minimum power except when they are needed to perform any transmission or processing task [20] , [21] . Upon demand, the sleeping nodes wake up and perform their task and then go to standby mode again, saving power to make the WSNs energy-efficient. Towards the accomplishment of the above stated approaches, a number of different algorithms have been proposed [22] - [24] .
B. Routing
The meaning of routing has achieved a supreme level of dynamism in the case of WSN where routing means a lot more along with its conventional meaning of justifying and determining the path through which data should travel from source to destination. Routing decision is taken by the routers of any given network for which, they need to work in a collaborative and co-operative manner so that data can reach the destination while ensuring optimum and efficient use of network resources [5] , [21] . In the case of WSNs, the concept of routing is somewhat different than any conventional network [1] . Interestingly, all the sensor nodes in a WSN need to perform routing tasks as part of their total functionality. This makes the scenario of a WSN very complex from routing point-of-view. The dynamic nature of WSNs where any sensor node can "die" at any time or any sensor node can "wake up" upon demand, or the sensor nodes can be moving all the time -the total network scenario remains constantly changing [20] , [21] . The changing scenario needs to be learned by all the routing elements of a network to keep the robustness of routing, WSNs are no exception from this point-of-view. This dynamism contributes to added complexity in WSN routing algorithms [2] , [21] . As routing is associated with huge information processing which in turn has a direct impact on power consumption, an energy-efficient routing algorithm is of supreme interest since the of birth of WSN concept [5] . There are a number of proposals on energy aware MAC protocol and energy efficient routing. Examples of some approaches are physical level design decisions including voltage and modulation scaling [25] .
C. Reliability
One of the major considerations for any communication network is the reliability of data transmission. Achieving reliable data transmission in a WSN is difficult due to a number of reasons. The first reason is the limited processing capability of the sensor nodes. Transmission range of the sensor nodes is limited which is another barrier in reliable data transmission. Besides, the sensor nodes are deployed in the close proximity of the ground level. This leads to signal attenuation. Whereas energy-efficiency is one of the goals for WSNs to be achieved, it is a problem for reliable data transmission when "wake-up-on-demand" approach is adopted [5] , [20] . All these characteristics may cause data loss within the context of a WSN.
At the same time, WSNs provide some unique features to combat with reliability issue. Data aggregation is one of the unique features by which reliability can be improved. Data aggregation makes the loss of data acceptable up to a certain level. As the sensor nodes are normally deployed in a dense fashion, a number of possible routing path also improve the reliability. A consequence of data aggregation is smaller data packets which minimizes data loss. Though reliability is an issue for WSNs, dense deployment and data aggregation properties make them loss tolerance [5] , [15] , [20] . Future research in WSN will essentially involve in developing new algorithms to address reliability problem of the sensor nodes [26] . Addressing reliability is very important for WSNs as it has a direct correlation to scalability, power efficiency, mobility and responsiveness [27] .
D. Security
Security is a general concept within the context of communication networks which addresses authentication, integrity and privacy. Security is a logical concern in the case of WSNs too. WSNs are vulnerable to security threats like any other wireless networks [6] . With the characteristics of unguided transmission and broadcast by nature, WSNs are prone to eavesdropping where sniffing to the transmitted data is possible. Various security issues and threats of wireless networks equally apply to WSNs.
One of the common types of security threat for WSNs is the DoS (Denial of Service) attack which arises from malicious acts. The transmitted information in WSNs can be attacked while they are in transit. As WSNs are vulnerable to eavesdropping, the transmitted information can be monitored, interrupted, intercepted or modified [28] , [29] . In Sybil attack, a sensor node forges identities from one or more sensor nodes [29] , [30] . Another type of attack is known as blackhole attack. This type of attack is associated with a malicious node which acts as the balckhole to attract all the traffic from other sensor nodes [31] . A critical type of attack for WSNs is known as wormhole attack. In wormhole attack, the attacker intercepts and records transmitted information from one place of the network. The intercepted information is then forwarded into another part of the network. This critical attack is distinguished from other types of attacks in the way that no compromising of sensor nodes is required for carrying out a wormhole attack [32] .
Security models for WSNs have been proposed for different types of threats. Some proposed models show that the weakness of the WSNs can be tuned in such a way that they will act as the strength against security threats. A holistic approach has been proposed towards the achievement of a more secured WSN. The holistic approach addresses the improvement of WSN performance in a dynamic environment in terms of security, connectivity and longevity [33] .
V.
Conclusion
WSNs are emerging very rapidly due to their diversified applications. In last few years, notable improvement and successful application of WSNs have been observed. Despite of having issues related to energy-efficiency, security, reliability and scalability, the ongoing research and development has already made the WSN a promising and evolving technology.
